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1. INTRODUCTION

The United States Army Special Operations Command (USASOC) Outlook Web Access and
Secure Socket Layer (SSL) Virtual Private Network (VPN) Home Users' Manual provides
instructions for installation and configuration of software and hardware necessary for accessing
OWA and the USASOC NIPR Network via SSL VPN. See Table 1-1 for an overview of
document sections.

This User Manual will serve:

e To guide users through the installation and configuration of all software and hardware
required to access USASOC Outlook Web Access (OWA) Non-Secure Internet
Protocol Router Network (NIPRNet) e-mail on a personal computer (PC) running a
Windows operating system (OS).

e To guide users through the installation and configuration of all software and hardware
required to access USASOC's NIPR Secure Socket Layer (SSL) Virtual Private
Network (VPN) on a PC running Windows version XP, Vista, or 7 operating system.

NOTE

Windows XP, Vista, 7, 8 or higher is required for SSL VPN to allow Remote Desktop
Protocol (RDP). Linux or Apple Operating Systems have not been tested.

If you will be installing software, you should know your Army Knowledge Online
(AKO) username and password before you get started.

e To provide instructions for users to access OWA and the SSL VPN.

DISCLAIMER

Other than this document, the USASOC G6 will not provide customer service support
for the installation or use of any personal use software or hardware. This includes, but
is not limited to, the software covered in this installation guide. This guide is provided
to USASOC users for the purpose of accessing OWA or SSL VPN using their personal
computers and a government-provided or personally-owned smart card reader. Support
and additional information can be acquired through AKO -
https://www.us.army.mil/suite/page/241504 or at the commercial website -
http://militarycac.com/.

Table 1-1: Document Overview
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2. PREREQUISITES

You will need to know your AKO Username and Password (https://www.us.army.mil) in order
to download required root certificates during the software installation process. You should also
have the following two pieces of essential hardware:

e A computer with Windows XP, Vista, or 7 (Professional or higher for SSL VPN).
See Appendix A to determine which Operating System (OS) you are running.

e A USB smart card reader. Some laptops have a built-in smart card reader. If you are
using a desktop, you will be required to provide a smart card reader. Smart card
readers are available in a variety of shapes and sizes. SCM Microsystems SCR-3310
model works very well on Windows 7, Vista, and XP. Readers can be ordered from
various online retailers like the ones listed below. On the respected sites, do a search
for 'smart card reader'.

o http://www.cdw.com

o http://www.amazon.com

o http://www.buy.com

Page 6 of 43 UNCLASSIFIED


https://www.us.army.mil/
http://www.cdw.com/
http://www.amazon.com/
http://www.buy.com/

UNCLASSIFIED
US Army Special Operations Command OWA and SSL VPN - Users Manual

3. HARDWARE INSTALLATION INSTRUCTIONS

3.1. Smart Card Reader

In most cases your smart card reader will install automatically with the Windows New Hardware

Wizard or without user intervention.

3.1.1. Install Smart Card Reader Driver

3.1.1.1.  Plug in your smart card reader into an available USB port on your computer.

3.1.1.2.  If the drivers do not install automatically, follow the driver installation procedures for
the smart card reader purchased.

3.1.2. Determine if Smart Card Reader Driver Installed Properly

Directions for determining if your smart card reader driver was installed properly can be found
below according to the type of operating system you are running on your PC.

Windows XP

3.1.2.1.  Open the Control Panel by clicking the Start button then clicking Settings and
selecting Control Panel

3.1.2.2.  Select 'System' to open System Properties (Figure 3-1)
3.1.2.3.  Click on 'Device Manager' (Figure 3-2)
3.1.2.4.  Expand the 'Smart card readers' menu (click the +)

3.1.2.5.  If your smart card reader is not listed, you will need to download the correct driver
for the hardware you purchased

Windows Vista or Windows 7

3.1.2.1.  Open the Control Panel by clicking the Start button, then clicking Control Panel
3.1.2.2.  Select 'System and Security"

3.1.2.3.  Click on 'Device Manager" under the “System” heading

3.1.2.4.  Expand the 'Smart card readers' menu

3.1.2.5.  If your smart card reader is not listed, you will need to download the correct driver
for the hardware you purchased
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System Restore I Automatic Updates | Remote
General | Computer Name Hardware | Advanced

r~ Device Manager
The Device Manager lists all the hardware devices installed
on your computer. Use the Device Manager to change the

properties of any device.

Driver Signing lets you make sure that installed drivers are
compatible with Windows. Windows Update lets you set up
how Windows connects to Windows Update for drivers.

Driver Signing Windows Update

=k Profiles
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different hardware configurations.

@ Hardware profiles provide a way for you to set up and store

Hardware Profiles |

ok || cancsl | s |

Figure 3-1: System Properties — Windows XP
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Figure 3-2: Device Manager — Windows XP
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4. SOFTWARE INSTALLATION INSTRUCTIONS

4.1. Software Required for OWA and SSL VPN

To access OWA; In addition to installing Smart Card Reader drivers, (See Section 3.1), you may
also be required to install the following software:
e DoD Install Root 3.13A certificates

e ActivClient 6.v

To access the SSL VPN; you must ensure that the following required software is installed on
your computer:

e Internet Explorer (Version 7 or higher)
e Java (Version 6 or higher)

e DoD InstallRoot 3.13A certificates

e ActivClient 6.x

WARNING

If you have a PIV 1l compliant CAC (back shows: "GEMAL TO DLGX4
144" or "Oberthur ID One 128 v5.5 Dual" at the top above the magnetic
strip) and you are running Windows 7, you may be able to use your CAC
without installing ActivClient. More details are found at
http://militarycac.com/activclient.ntm. If you have Windows XP (64-bit) be
aware that the 64-bit ActivClient 6.2 version doesn't seem to work. You will
need the 64-bit ActivClient 6.1

Table 4-1 provides an Applications and OS checklist. Directions for determining what software
is installed on your computer can be found below according to the type of OS:

4.2. Determine Software Currently Installed On Your System

4.2.1. ldentify Software Currently Installed
Windows XP

4.2.1.1.  Open the Control Panel by clicking the Start button then clicking Settings and
selecting Control Panel.

4.2.1.2.  Select'Add or Remove Programs' to view the list of programs installed on your
system. (Figures 4-1 and 4-2)

4.2.1.3.  Ensure that 'Show Updates' (Top Right) is checked.
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Windows Vista Windows 7 and Windows 8

4.2.1.1.
4.2.1.2.

4.2.1.3.
installed on your system.
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Open the Control Panel by clicking the Start button then clicking Control Panel.
Select 'Programs' to view the list of programs installed on your system.
Select 'Uninstall a program' and “View installed updates’ to view the list of programs

Table 4-1: Application and OS Checklist

Required Applications and

Installed? (Yes or No)

How to determine

32bit or 64 bit

oS Which Version? if Application is installed
Internet Explorer (7, 8,9,10,11) Appendix B
Java (Version 6 or higher) Section 4.1
DoD InstallRoot 3.13A Section 4.1
ActivClient 6.X Section 4.1
Windows OS (XP, Vista, 7, 8) Appendix A

If you don't have the required software, Sections 4.2 through 4.5 provide an explanation of how
to obtain and install applications you may need.
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Install or remove programs and Windows components. |

| Y

Figure 4-1: Control Panel: Add or Remove Programs - Windows XP
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S Add or Remove Programs =10] x|
-g‘ Currently installed programs and updates: ¥ Show updates Sortby: IName vI
Change or =
Remove 5 Microsoft Visual C++ 2005 Redistributable Sz 5.07MB
Programs
G5 MSKML 4.0 SP2 (KB954430) Size  2.67MB
=
g 5 MS¥ML 4.0 5P2 (KBS73583) Size  2.77MB
Add New . )
= [ MSXML 6.0 Parser (KB925673) Size  1.46MB
= i3 nero 8 Size  336.00MB
- &, NVIDIA Drivers Size  1.18MB
Add/Remaove , .
ﬂifrst:lows @ MxPowerLite Size 6.91MB
SR |8 orade Tnitiator 1.3.1.29 Size  0.96MB J
(4 % ) PoFCreator Size  33.38MB
Seen | |i5) Pointsec Pratector Client v4,91 Size  4.47MB
Access and
Defaults £ PomerDVD Size  47.37MB
i! PureEdge Viewer 6.5 Size 1.03MB
@ QuickTime Size  73.74MB
ﬁl Universal Imaging Utility - Live Version Size 0.51MB
5 Update for Windows XP (KB943729) Installed On  9/25/2009
5 Windows Genuine Advantage Validation Tool (KB392130) Installed On  9/25/2009
.f.:; Windows Internet Explorer 7 - Software Updates
-

Figure 4-2: Installed Programs -Windows XP

4.3. Install Internet Explorer (Version 7 or higher)

You should use Internet Explorer as the pages are designed to work best with that browser.
Firefox, Chrome, Opera, Safari and others might work but may have issues properly rendering
certain sites - or may not work at all.

IE can be downloaded for free at http://www.microsoft.com/windows/internet-
explorer/default.aspx

4.4. Install Java 6
Javab can be downloaded for free at http://www.java.com/en/download.

45. Install DoD InstallRoot 3.13A

4.5.1. Login to AKO

45.1.1. Inorder for the below links to work properly, you must be logged into your AKO
account. Otherwise they will take you to the main AKO website page.

45.1.2.  Open anew tab on your browser then cut and paste the following link into the address
bar on the new tab of your browser: https://www.us.army.mil/suite/doc/21291629

45.1.3. A'File Download' window will pop up, click 'Run’ to start the installation
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File Download - Security Warning il

Do you want to run or save this file?

Mame: Install Root_v3.13A_-_Effective_3_FEB_2010.exe
Type: Application, 312KB

From: s us ammy.mil

Bun Save

P "r" While files from the Intemet can be useful, this file type can
iy ! patentially ham your computer.  you do not trust the sounce, do not
- ; . -

= run or save this software. What's the rgl?

Figure 4-3: File Download Window

45.1.4. A'Security Warning' will pop up, click 'Run' to confirm authorization to install
software

Internet Explorer - Security Warning x|

Do you want to run this software?
Mame: InstallRoot_w3.13A_- Effective_3 FEB_2010.exe
Publisher: C5.DoD PKE Engineering.DPKEQOB0002

H |More options Run

While files from the Internet can be useful, this file type can potentially harm
your computer. Only run software from publishers you trust. What's the risk?

Figure 4-4: Security Warning

45.1.5. A black screen will flash briefly, this is simply installing the root certificates, and
then it will close on its own.

Not After Status
@29 FAILED
11
a1 E

Figure 4-5: DoD Root Certificates Installation Screen
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Install ActivClient 6.x

The version of ActivClient that you should install will be dependent upon the OS you are
running. Before beginning the ActivClient Install see Warning in section 4.1.

4.6.1. Download ActivClient 6.x

4.6.1.1.

4.6.1.2.

While still logged into AKO, open a new tab on your browser then cut and paste the

following link into the address bar on the new tab of your browser:
https://www.us.army.mil/suite/folder/7757881

/= Army Knowledge Online - (CAC Session) - Windows Internet Bxplorer =10 x|

@; ) =[] https: fun.us.army.misuite/portalfindex.jsp =l & [+ x| [ako e

Fle Edit View Favorites Tools Help

= = =
v e 88| -| | Army Knowledge Online - pa... |g,Amw Knowledge Oniine - pa. . | 2] Army Knowledge Online ... % | | - b ~ |k Page + {CJ Tooks ~

-8
ARNY [ — - (& 1 el
ARSI S HE S RN R

Home v My Account~ Favorites~ Quick Links ~ Self Service v Search. IAKO Content = I Search

Bl T AKO Files Home ¥ Installation Files { cAC Middleware? (Army Only)
= (@9 Organizations

N Show 10 20 [50] 100
(@] Defaut Organization

— View
122 DoD Organizations = Detais View

ActivClient
| 5 fies
-

(2] My Private Knowledge ¢

Inside AKO | Help | Terms of Use

Dane [ [ [ | [ Trustedsites H100% v 4
Figure 4-6: AKO ActivClient Installation Files Page

Click on the text 'ActivClient' to display the different versions available
NOTE: this will take a few seconds after you click once, be patient

L e — [ T - =101 x|

—

G v [ hetps:/fvowm.s. army.miljsuite foortal frdex oo N ™ Lo~

Ehe Edt Yew Favortes Joos Hep

w1 b L nvm@m-u.,.le‘mymm-u.. |e Army Knowdedge Onine -.., xl
— Ve - ") = \ [ed)

S —— — S W, : T -
1 <’ 2 : ! [ { '
* M(ﬂm % A .. (=il
E““m,g‘: v UN“EF‘“E SR ‘J w . > ‘, j_‘ :‘. '~ 1 ! J m

v MyAccount~ Favoritesv Quick Links~ Self Service v

3 ActivClont 6_1 for CAC
34( 30691.11 KB _.zip fie

[ | 1o [ Trusted sites [#100% -

Figure 4-7: AKO ActivClient Files (different versions) Page
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4.6.1.3.  Determine the version of Windows you are running and if it is 32-bit or 64-bit

(See Appendix A for assistance.)

4.6.1.4. Download the version of ActivClient you need to install then click 'Save'

NOTE: It is recommended that you save this file to your Desktop

x

Do you want to open or save this file?

%] Mame: ActivClient_&_1_for CAC zip
Type: WinZp File, 25.5MB
From: www .us.ammy.mil

COpen Save

ham your computer. f you do not trust the source, do not open or

|@ While files from the Intemet can be useful, some files can potentially
- save this file. What's the risk?

Figure 4-8: ActivClient File Download (Save to Desktop)

4.6.1.5. Double-click on the 'ActivClient_6_xxxx.zip' file then double-click 'Start.exe'

M C:\Documents and Settings', \Desktop'activClient_6_1_for_CAC.zip
File Edit Wew Favorites Iools Help | "
Qe - - (¥ | ) sesreh Folders |E|‘
Agdress 1] ci\pocuments and Settings| \DesktopyActivCient_6_1_For CAC.zip T Bee
o[ Mame =~ | Type | Packed... [ Has... | Sies|R... [Dats
Folder Tasks % [S)Documentation  File Folder KB 0KE 0%
Extras File Folder kB 0Ks 0%
[0 Extract alfiles )Product File Folder 0KB KB 0%
“autorun.inf Setup Tnform... 1KB Ho 1KB 21% 5/15/2007 12:09 PM
" Tsetup.ini Corfiguration... 1KB KB 51% S/15/2007 12:09 PM
File and Folder Tasks % e onnigurstion ° /151
: Application 2,507KB Mo 255.. 3% 5/15/2007 12:09PM
[y Move this file
[ Copy this file
¥ Delete this file
~[4] | &

Figure 4-9: ActivClient ".exe" file execution
4.6.1.6. Click 'Run’

Compressed (zipped) Folders Warning x|

This application may depend on other compressed
files in this folder.

For the application to run propery. it is recommended
that you first extract all files.

Run Cancel

Figure 4-10: ActivClient Run
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4.6.1.7. Click 'Install' on the left menu

@ ActivClient CAC v6.1 Installer

Actividentity

ActivClient CAC
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o]z

[

Installer

4.6.1.8.

Page 15 of 43

= Home

= Install . I

B — ActivClient CAC v6.1

=} Resoutce Kit Two-factor Authentication, G/ \Q

= ActivClient SDK Data security & Digital Signature @
with Smart Cards and USB Tokens i

= Browse (D

= Extras ~ Quick Install

License Agreement

Contact Us

ActivClient CAC Version 6.1.0
©2007 Actividentity | Third Party Copyrights

Actwvidentity

Figure 4-11: ActivClient CAC Screen

Click 'Install / Upgrade Now' on the bottom middle

X
Actividentity

ActivClient CAC Installer

= Home Install

Read the Installation Guide before staring installation to ensure you have completed

Install
all pFEFEqU\SIlE 1asks

Documentation

Also read the Release Notes below for this version of ActivClient to ensure you are
N aware of any potential issues
Resource Kit

2 Release Notes
ActivClient SDK

When planhing an enterprise deployment, it is advised to consult the ActivClient
Browse (D Configuration & Deployment Guide from the ActivClient Resource Kit

This ActivClient distribution CD includes two installer packages; ActivClient (which
does not include any device drivers) and Actividentity Device Installer (which includes
drivers for Actividentity smart card readers and ActivKey USB tokens).

= Extras

License Agreement
YYou may access each installer separately by clicking on each product name

Contact Us For most configurations, click Install/Upgrade Now for a combined installation or
upgrade

ﬁl[nsmu 7 Upgrade Now

ActivClient CAC Version 6.1.0
©2007 Actividentity | Third Party Copyrights

Actwidentity

Figure 4-12: ActivClient CAC Install Screen
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4.6.1.9.  Click 'Next >' (left screen shot), "Welcome to the InstallShield Wizard". Select 'l
accept the terms in the license agreement' and click 'Next >' (right screen shot),
"License Agreement".

i@ ActivClient CAC 6.1 xB6 - InstallShield Wizard E‘ & ActivClient CAC 6.1 x86 - InstallShield Wizard
‘Welcome to the InstallShield Wizard for License Agreement . Y
Actividentity ActivClient CAC 6.1 x86 Please read the following license agreement carefully. Actwvidentity

ActivClient

The InstaliShield{R) Wizard will install ActivClient CAC 6.1 x86 A
on your compter. To continue, click Next. ACTIVIDENTITY SOFTWARE - LICENSE AGREEMENT =

IMPORTANT - READ CAREFULLY BEFORE OPENING SOFTWARE
PACKET(S) AND/OR INSTALLING, COPYING OR OTHERWISE USING THE
SOFTWARE. THE FOLLOWING TERMS AND COMDITIONS OF USE APPLY
TO YOUR USE OF THE SOFTWARE. BY OPENING THE PACKET(S)

VUARNING: This program is protected by copyright law and AND/OR BY INSTALLING, COPYING OR OTHERWISE USING THE

| international treaties. SOFTWARE, YOU INDICATE YOUR ACCEPTANCE OF THE TERMS AND
COMNDITIONS OF THIS SOFTWARE LICENSE AGREEMENT. 3
Actividentity S

(®)1 do not accept the terms in the license agreement!

Figure 4-13: ActivClient InstallShield Wizard and License Agreement

4.6.1.10. Click 'Install’ (left screen shot) and the software will install to completion (right
screen shot).

i# ActivClient CAC 6.1 x86 - InstallShield Wizard E‘ & ActivClient CAC 6.1 x86 - InstallShield Wizard
Ready to Install the Program . . Installing ActivClient CAC 6.1 x86 . .
. Actividentity- ] Actwidentity-
The wizard is ready to begin installation. The program features you selected are being installed.

Please wait while the InstallShield Wizard installs ActivClient CAC 6.1 x86.

Click Install to begin the installation.
This may take several minutes,

ActivClient will automatically uninstall the previous version before proceeding with

installation. Fer=
Mote that unless your setup was customized, previous settings will be lost. ActivClient will =
apply typical settings instead. Validating install

( ]

< Back Install Cancel
Figure 4-14: ActivClient Install and Installation Progress

4.6.1.11. Once installation is complete, uncheck 'Show the readme file' and then click 'Finish
(left). Then click Yes' to reboot system to complete installation (right)

& ActivClient CAC 6.1 x86 - InstallShield Wizard

Inst ield Wizard Completed

Actividentity

ActivClient

The InstallShield Wizard has successfully installed ActivClient
CAC 6.1 x86. Click Finish to exit the wizard.

Please note that the ActivClient CAC 6. 1 xB86 notification
dialogs will only be active after you restart your computer.
These dialogs are used to notify the user of events such as
when the smart card is still in the reader when the user logs
out. You do not need to reboat for any ather operations.

i ActivClient CAC 6.1 x86 Installer Information X

Show the readme file

3 You must restart your system for the configuration

1 ) changes made to ActivClient CAC 6.1 x86 to take
effect. Click Yes to restart now or Mo if you plan to
restart later.

Actwidentity

Figure 4-15: ActivClient Install Finish and System Re-boot
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5. ACCESSING OWA ON WINDOWS XP, VISTA, 7 & 8

5.1. Logging into Outlook Web Access (OWA)
5.1.1. Logging into OWA
5.1.1.1.  Putyour CAC into the smart card reader

5.1.1.2. Goto ' https://usasoc-owa.soc.mil/exchange ',
agree, click ' I Accept '

f_‘; Army Knowledge Online - Windows Internet Explorer _Of x|

read the agreement text and if you

@\’_‘/ - IE. https:ﬂusasnc-nwa.snc.mil,u’exd‘\ange\jlg‘ 2| K IC-:-:

ale ol

File Edit View Favorites Tools Help

o & Army Knowledge Online | | @ T

E) - d=h - |=hPage = (G Tooks - 7

PROVIDED FOR USG-AUTHORIZED USE OMLY.

conditions:

investigations.
» At any time, the USG may inspect and seize data stored on this IS.

purpose.

interests—not for your personal benefit or privacy.

confidential. See User Agreement for details.

YOU ARE ACCESSING A U.S. GOVERMMENT (USG) INFORMATION SYSTEM (IS) THAT IS
By using this IS (which includes any device attached to this IS), you consent to the following

+ The USG routinely intercepts and monitors communications on this IS for purposes including,
but not limited to, penetration testing, COMSEC monitoring, network operations and
defense, personnel misconduct (PM}, law enforcement (LE), and counterinteligence (CT)

» Communications using, or data stored on, this IS are not private, are subject to routine
monitoring, interception, and search, and may be disclosed or used for any USG-authorized

}+ This IS includes security measures (e.g., authentication and access controls) to protect USG

» Notwithstanding the above, using this IS does not constitute consent to PM, LE or CI
investigative searching or monitoring of the content of privileged communications, or work
product, related to personal representation or services by attorneys,
clergy, and their assistants. Such communications and work product are private and

=

psychotherapists, or

| I Accept | =
4 | _’I_I
[pone [ [ [ [ [ [ Trustedsites [#100% ~ 4

Figure 5-1: Government System Access Agreement
5.1.1.3.  Choose your ' DoD EMAIL ' Digital Certificate and click ' OK '(left). Then enter your

PIN and click ' OK ' (right)

Choose a digital certificate

Identification

The Web site you want ta view requests
! identification. Please chonse a certificate,

15329 DOD CA-39
W DOD EMAIL CA-M Actividentity

< |

ActivClient

Piease enter your PIN.

[ More Info... ] [yiewCertiFicate.u] BN ]l

I =

Figure 5-2: CAC Card Digital Certificate and PIN Number Screens
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5.2. Troubleshooting OWA

To assist users who may experience problems accessing OWA, Appendix D offers a
troubleshooting diagram.

5.3. How to setup OWA to digitally sign and encrypt messages
5.3.1. Setup OWA for digital signatures and encryption

5.3.1.1.  Once you have access to OWA you can set up your security settings to digitally sign
and encrypt messages.

/2 Microsoft Outlook Web Access - Windows Internet Explorer N [=] 5]
@_\‘f/ ~ [ ] hvips: jusasoc-owa. soc.miExchange/ =1 & ||#2] % | [aooge P -

Fle Edit View Favorites Tools Help

¢ < (@ Microsoft Outlook Web Access Bi-E - -
Outlook Web Access

|| Folders O (= LN - 2 X Fa A S S - DL | @ e | ‘LlogOFF
= | There are no items to show in this view. Mo items are currentiy
H calendar selected,
8] Contacts
(5] Deleted Items
@ Drafts
L:| Inbox
(g Infected
58 Journal
LE‘ Junk E-mail
| Notes
(1) Outbox
[ quarantine
Lj Sent [tems
3 [ Syne Issues
[ Tasks

|~ Inbox

"] calendar
&=| contacts
/] Tasks

/) Public Folders
) Rules

) otons

[T [ [ NJlocalintranet [®w00% - 4
Figure 5-3: Access into Outlook Web Access

5.3.1.2.  Click ' Options ' at the bottom left

I Ej Options
Figure 5-4: Outlook Web Access Options
5.3.1.3.  Scroll down to ' E-Mail Security ' and click ' Download '

| E-mail Security

9‘5" Click here to instzll the latest version of the S5/MIME Control. When the file downlozd dislog appears, choose Open.
t

Download
Figure 5-5: Email Security
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5.3.1.4. Click'Run'
x

Do you want to run or save this file?
Mame: setupmcl exe
Type: Application, 311KB
From: usasoc-owa.soc.mil

Bun Save

patentially ham your computer. i you do not tust the source, do naot

|ﬁ) While files from the Intemet can be useful, this file type can
e run or save this software. What's the risk?

Figure 5-6: Run Menu
5.3.1.5.  If you receive the window below, click ' Run

Internet Explorer - Security Warning 5[

Do you want to run this software?
Name: Microsoft Outiook Web Access SMIME
Publisher: Microsoft Corporation

H | Mare gptions Run

o While files from the Internet can be useful, this file type can potentially harm
your computer. Only run software from publishers you trust. What's the risk?

Figure 5-7: ""Run" on Security Warning Menu

5.3.1.6.  The install will complete silently, after a minute or two go back to OWA and look
again at ' E-mail Security ', it should look the same as below

| E-mail security

_ Encrypt contents and attachments for outgoing messages

I Add a digital signature to outgoing messages
Click here to install the latest version of the 5/MIME Control. When the file download dialog appears, choose Open.

Re-install |
Figure 5-8: OWA > Options > E-mail Security

5.3.1.7.  Check the check both boxes

] e-mail security

¥ Encrypt contents and attachments for outgoing messages

¥ adda digital signature to outgoing messages
Click here to install the latest version of the 5/MIME Contral. When the file download dislog appears, choose Open.

Re-instal |
Figure 5-9: Select both Checkboxes
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5.3.1.8. Click on' New'

‘ e e )
Figure 5-10: OWA Home Screen > Select New Email

5.3.1.9.  The encryption and signature icons should both be enabled

Sisend il 2T 0 [8

P B ‘ﬂj ﬁ_:l‘._‘} Dpﬁons...|@Hap

Subject:
Figure 5-11: Encryption and Digital Signature Icons Enabled
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6. WINDOWS VISTA , 7 AND 8 SSL VPN CONFIGURATION

You will need to disable UAC (User Access Control) in Windows 7 and Windows 8. (For XP —
continue to Section 7) It will remain off until your first successful SSL VPN connection. After
successfully connecting, you can re-enable UAC. It is strongly recommended by Microsoft that
you re-enable this feature. When it is turned off, all users are considered Administrators on the
system and can add, remove and modify programs and the system even if the user was created as
a Limited User.

NOTE

If you are running Windows 7 or Windows 8, you must disable User Access Control (UAC)
before installing SSL. See Appendix C; Once complete, move to steps below.

Windows Vista users continue to steps below

6.1. Open Internet Explorer and click on ' Tools ' (left). In the drop-down menu click on’
Internet Options ' (Windows 8 users must use the Internet Explorer located in Desktop
mode.)

O M iam Vet beemn Egtem P e T TP T - =
4

Figure 6-"1“:' V'I-.nt'ernet Explorer énd Tools (drop-down.'.fr;é;ihﬂ)‘
6.2. Click on the ' Security ' tab (left), then click on ' Local intranet ' (right)

| Intemet Opticas @ @
1

Intemet Options o=
Securit P | cec

nectons | Programs | Advancy ] General | Seaurity | Prvacy | Content | Connestions | Programs | Advanced

WA

Select 3 20 to
Lo
sites that are

Stes

o Cancel 1 oK Cancel

Figure 6-2: Security Tab and Local Intranet
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6.3. Click on ' Sites ' (left) then click ' Advanced ' (right)
[internet Options e

| Genecal] ety |rvacy [ Content | Connectons | Programs | Acvenced|

Select 3 20ne 10 view o change security settings.

@ & /v O

Internet Trusted sites  Restricted
sites

Local intranet =
‘ This 200e s for al websites that are t_—N

o0 your infranet.

Secunity level for this 2one
Alowed levels for this zone: Al
HMedium-low
- Aporopriate for websites on your local network

(intranet)
= - Most content wilt be run withoot prompting you
T ActveX controls wil not be downloa Use the settings below to define which nebsites are induded in
- Same as Medum level without promots the local niranet zone.
[T Enable Protected Mode (requires restartng Internet Expiorer)
) [¥] Automaticaly t
[ [ customlevelec. | [Viau y detect intranet network
Include all local (intranet) sites not Isted in other 2ones
Reset all 2ones to default level Incude all sites that bypass the proxy server

Incude 3l network paths (UNCs)

E [E Apply yihat are ntranet settngs? | Advanced &[ x| [ Cancel J
Figure 6-3: "Sites" and ""Advanced"

6.4. Enter ' https://usasoc-ssl.soc.mil "and click ' Add ', (left) then click ' Close ' (right)

You can add and remove websites from this 20ne. All nebsites n You can add and remove websites fom this 2one, Al webstes in

this zone il use the zone's secunty settings. this 20ne will use the 20ne's security settings,
Agd this website to the zone: Add this website to the zone:

nttps:/usasac-sstsocmil Agd [ Add
\Websites: Websites:
Remove https: //usasoc 5. soc.mi Remave
| Require server verification (htips:) for all sites in this 20ne [TTRequre server verification (https:) for ol sites n this zone
o __h

Figure 6-4: Enter Site > Select ""Add" and ""Close""
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Click ' OK ' (left) On the ' Security ' tab; click ' Custom level... ' (right)

Local intranet

@

Use the settngs below to define which websites are nduded n
the local Intranet zone,

¥ Automatically detect intranet network

yarstsstings [(Advanced ] [ ok | [ concel
3

(ol

General | Security |privecy | content | Comnectons | Programs | Advanced

Local intranet Trusted sites  Restricted
wtes

=

Internet Opticns

Select 3 200e to view oc change security settngs
¢ & v
v
Intemet
Local intranet

This zone is for all websites that are
found on yeur intranet,

Security level for this zone

oK | cancel |

Figure 6-5: Select ""OK™ and Select ""Custom Level"

Scroll down and select the radio button beside ' Prompt ' under ' Download unsigned

ActiveX controls '. (left) Then scroll down and select the radio button beside ' Prompt '
under ' Initialize and script ActiveX controls not marked as safe for scripting ' (right)

Figure 6-6: Download unsigned ActiveX controls and Initialize and Script ActiveX Controls Not

Page 23 of 43

Security Settings - Local Intranet Zone

¥| Downioad unsigned ActveX controls

Disable

Enable
°
¥ Intialize af@scriot ActiveX controls not marked as safe for s
© Disable
Enable
Prompt
¥/ Only afow approved domaing 10 use ActiveX without prompt
@ Disable

“Takes effect after you restart Intemet Explorer

Reset custom settngs

=]

Reset10: | Medum-ow (defauit) %

>

Secunty Settings - Local Intranet Zone
Settings

® Prompt

¥, Download unsigned ActveX controls
Disadle
Ensble
® Promot

9| Initaize and soipt ActiveX controls not marked s safe for 5|

*“Takes effect after you restart Internet Explorer

Reset custom settings
Reset to:

Medium-on (Cefaut)

Marked as Safe for Scripting
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6.6. Thenclick'OK"

Settings

@ Prompt
@) Downioad unsigned ActiveX controls
) Disable
Enable
9 Prompt
@/ Initialze ang sopt ActveX controis not marked as safe for's
Disable
*) Enable
o
@] Only alow approved domains to use ActiveX without prompt
9 Dsable
) Enable
¢ Run ActiveX controls and plug-ins
*) Admnistrator approved
Disable

B S
m '

"Taksg effect after you restart Intemet Explorer

Reset custom settings
Reset0: | pmedyim-jow (defauit) v| | Rest.

[ ok [ | [ cencet
Figure 6-7: Select ‘OK’
6.7. In Internet Explorer, go to ' https://usasoc-ssl.soc.mil '

B Wihcom - Windows Intemet Explorer ——
(L) [ W https/usasoc-sstsocmil ';J'ﬁ"’.f‘ " o ‘i
di Fevorites | gl B Suggested Sites v B Web Slice Gallery [ Go to "httpsi//usasoc-sslsocmil’ (Alt+Enter to open in a new tab) |
sl fi v B 0 #p v Pagev Safetyv Tookv @+

Done @ Intemet | Protected Mede: Off v R10% ~

Figure 6-8: Open Internet Explorer and go to USASOC web site
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6.8.  When prompted, select your ' DoD Email ' Certificate and click ' OK ' (left) Then enter
your CAC PIN and click " OK * (right)

Select s Certificate

Smart Card
Please enter your PIN.

haune 0D CA5-30
Wabd Fraem: S22012 b T304

PIN

E Vb Frome 872012 ba TEIHO Tﬁ] [P
et e A v CHAPLRLE| —
il ) Click here for more information
o || coce

Figure 6-9: Select ‘DoD Email Certificate’ and enter ‘PIN’

6.9. If prompted with message below select ‘cancel’

-
Insert Smart Card - u
@ Please insert a smart card.

0K | Cancel | | Detais>>

Figure 6-10: Select ‘Cancel’

6.10. When prompted, select your ‘DoD Email’ certificate and click ‘OK’

(R =

Identification required. Please select certificate to be 1
used for authentication. oo\

{DOD EMAIL CA-30 (from browser keystore)

DOD CA-30 (from browser keystore)

[ o ]| cancel |

= 4

e oe— —
-

Figure 6-11: Select "DoD Email Certificate' then ‘OK’

Page 25 of 43 UNCLASSIFIED



UNCLASSIFIED
US Army Special Operations Command OWA and SSL VPN - Users Manual

6.11. When prompted, click ' Continue '

- Lsoc.mil/+ ~/po R - @ 4 x [[ g P~
e Fovorites | i ] Suggested Sites » @] Web Slice Gallery v
@ hitps://usasoc-sslsoc.mil/+ CSCOE /portal htmi... f3 v B ~ 0 dm v Pagev Safetyv Toolsv i~

Ive read & consent to terms in IS user
agreemt
[ Cancel | | Commue[
Done @ Local intranet | Protected Mode: Off 4~ Rio% v

Figure 6-12: Prompt for SSL VPN Service

6.12. Windows 7 users please follow diagram and instruction under “Terminal Service
Access”

[ .WW_...E“-

| e———

L e 3

i Tovwnes iy Bl et i Oy Yo @ T

F e R e e

\,-.':
[T —— :.} Ao
y—- -
T 1P e o s g, W v, bt
f worunia, ot Wendies ol spen 1 40 you

T3 Convadl The T batae

SR Start S e 42 Ao meatac v I o 5454 O *
o S Lol st | Prcnacied Made O e S -

Figure 6-13: USASOC-SSL..soc.mil
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6.13. Once prompted select ‘connect’

| Remote Desktop
»¢ Connection

lUsername:  Mone specified

You will be asked for credentials when you connect.

'\: Show Options [ Connect ] [ Help

Figure 6-14: Select ‘Connect’
6.14. When prompted select ‘switch user’

Figure 6-15: Select ‘SWITCH USER’
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6.15. When Prompted select your CAC card for login

Figure 6-16: Select ‘CAC Certificate’

6.16. When prompted, enter your CAC PIN.

T e W O W W
Figure 6-17: Enter ‘PIN’
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6.17. Windows 8 users:

6.11.1 In pain view (left) click “All Apps”

kindle

¢

Start

Figure 6-18: Select “All Apps”
6.11.2. Click “Remote Desktop Connection”

Figure 6-19: Select”’Remote Desktop Connection”
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6.11.3. Enter 137.29.51.220 in the Remote Desktop Connection wendow under “Computer:”
Then select connect.

| Remote Desktop
»¢ Connection

Computer: [N
| Usermame: Mone specified

You will be asked for credentials when you connect.

,\v Show Dptions [ Connect ][

Figure 6-20: Remote Desktop Connection

6.18. When prompted select ‘switch user’

Figure 6-21: Select ‘SWITCH USER’
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6.19. When Prompted select your CAC card for login

Figure 6-22: Select ‘CAC Certificate’

6.20. When prompted, enter your CAC PIN.

Figure 6-23: Enter PIN
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6.21. You are now logged into the terminal server. Click ' OK " to close the message of the day.
From here you can access Outlook to check your mail (with .pst accessibility, unlike
OWA which doesn’t support .pst) and login to the USASOC Portal page
(https://portal.soc.mil )

% 137.2951.220 - Remote Desktop Connection

= e

(Messoge from cheverel 10/5/2010 1:43 PM

?ﬁmdthw-{q‘mm‘wm‘smwuhuﬂdmwldw.cbm

t restart, and remove your CAC -

permitting installation of updakes and network scans.

=

Figure 6-2410: Terminal Server Log on
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7.  WINDOWS XP PROFESSIONAL SSL VPN CONFIGURATION

7.1
7.2

Goto'

https://usasoc-ssl.soc.mil '

and click ' OK ' (right)

7.3.

Click'

Choose a digital certificate

Identification

The Web site you wank ko view requests
1\ identification. Plssse thonse a certificate.

Mame

Issuer
S29ees  DOD CA-29
CEAREN. DOD EMAIL CA-

Actividentity

ActivClient

Choose your 'DoD EMAIL ' Digital Certificate and click ' OK ' (left). Then enter your PIN

21

. o Please ente your PN
: (oiror | [ncotioaen] || B
== Bt
Figure 7-1: DoD Email Certificate and PIN
Logon' nue ' (right)

(left), then click ' Conti

usAs Service - icresoft Internet Explorer

oy
Qe - D sl rmars @) - g3
divss @) etgapuasoc 06 +floom hinrescarm | v B

8/ UsASOC sSL VPN Servi

= DI/} 3 https://usasoc ssl.soc
&

Bl EGt Yew Favertes Joos Heb

B @ P

1O - © - ¥

mil/~CSCOE+/pottal. himiZnext-portal - Microsof.... [ |[E1]B%)
,’l

oo | 8] htps:Jusasoc-5s.soc. i+ CSCOEportal. bmfinextportal

=
Pravones @) (3~

=

B s »

W) USASOC SSL VPN Service

gree

D @ e €] Dore

Ive read & consent 1o ferms in IS user
agreemt

Cancel | [“Continue )

2 @ totenet
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7.4.  This (left) window shows up briefly and then is replaced automatically with the DoD
warning statement (right). Once you agree with the DoD warning statement, click ' OK'

B httpsi//masocssis SCOE-/portal.mi i EE)E | & - e
= o . (]

Qe -

e 48] ez fjusacoc e soc. il +CSCOE+ [portal. bt ~ Go

7 & ome Lasnu B3|

&) oone D ® et

Figure 7-3: SSL VPN ""Popup" sc(reen and DoD Warning Statemeni
7.5. Enter your PIN (left) then click ' OK"

mote Desk

on the message of the day (right)

EE®

Figure 7-4: PIN and Message of the Day

7.6.  You are now logged into the terminal server. Click ' OK ' to close the message of the day.
From here you can access Outlook to check your mail (with .pst accessibility, unlike

OWA which doesn’t support .pst) and login to the USASOC Portal page
(https://portal.soc.mil )

(S
R Py p——— BN Pl
Th 04 g Pptw Do 0

WO Punasc Pota - Here Lyl s rBwms Jraes "

CUSASOC 7%

I Orgawations  News  Gites
W USASOC Portal
":"‘ . | {"‘;...'L'.’;‘Q&F, [Agiimanee] | [an u“:"mm] tugeontom) | e

Commanders Page Hew Desk ™s

Phenn Farem /
Farly st l mac Tratemy Appheatsan
SOF Community Bulletin Board

.....

2 Add Listng 2 o ¥
estwt| @ 6 USAACE Prtad -t

Figure 7-5: Terminal Server Access
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APPENDIX A. DETERMINING WINDOWS VERSION

Microsoft has two pages for determining the version of Windows you are currently running. The
links to those pages are listed below.

e http://support.microsoft.com/kb/310104 - determines what version of Windows you are
running such as XP, Vista or 7

e http://support.microsoft.com/kb/827218 - assists in resolving if you are running 32-bit or
64-bit versions of Windows software

If you are unsure which version you have, here is how to find out:

o Vista& 7:
Right click Computer, Properties. Look under the System section, System Type: it will
show either 32-bit or 64-bit Operating System.

o XP.
Right click My Computer, Properties. If it doesn't show 64-bit, you have a 32-bit
Operating System.
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APPENDIX B. DETERMINING INTERNET EXPLORER VERSION
To determine the version of Internet Explorer you are running on your PC:

e  Open Internet Explorer by clicking the Start button €, and then clicking Internet
Explorer. Press ALT+H and then click About Internet Explorer.

OR:

e Open Web Page, select Help from top menu, and then select About Internet Explorer.
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APPENDIX C. DISABLING UAC IN WINDOWS 7

You will need to disable UAC (User Access Control) in Windows 7 and Windows 8. It will
remain off until your first successful SSL VPN connection. After successful connecting, you can
re-enable UAC. It is strongly recommended by Microsoft that you leave this feature enabled.
When it is turned off, all users are considered Administrators on the system and can add, remove
and modify programs and the system even if the user was created as a Limited user (without
administrative rights).

Windows 7:

C.1. Clickon the " Start " icon (left) then click on ' Control Panel ' (right)

o) RO Ele . o

_ 'Figure C-1: Select Start and navigate to Control Panel

C.2.  Click " User Accounts and Family Safety '

GQ |68 » Control Panel » v | 49 [[]se= ¢ c P

Adjust your computer’s settings Viewby: Category =

' System and Security
3 Rev s status
W Bac

Adjust commonly used mobility settings
ase of
E— Programs @ <
k4l . = o
, || T

nstall a program o

Figure C-2: User Accounts and Family Safety
C.3. Click"User Accounts'

B

@Q-H‘, » Control Panel » User Accounts and Family Safety » [ 4o |l Seo P r3

Control Panel Home

System and Security
Network and Intemet
Hardware and Sound
Programs

® User Accounts and Family
Safety

Appesrance and an Credential Manager
Personalization g Msn dows credentishs
Clock, Language. and Region -

Ease of Access

Figure C-3: User Accounts
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C.4. Click' Change User Account Control settings ', also called UAC
B e

)[R « User ccounts and Family Safety » User Accounts [ 49 | Search Conser Pane )

o

Control Panel Home

Make changes to your user account

admin
Administrator
Password protected

Figure C-4: Change User Account Contol Settings
C.4.1. To disable UAC, move the bar from ' Always notify ' (left) to ' Never notify ' (right).

NOTE: After your first successful connection to the SSL VPN, go back and re-enable
UAC by moving the bar back up to * Always notify *

% Unes dccowmt Careral Sammge =T Ay vas wccouet Carmet feminge e

ey roty e e Mever ity e whien

Hor ] [ Goment Boay,| [ Conn

Figure C-5: "Always Notify" and ""Never Notify"

C.4.2. You will be prompted to reboot the system, this occurs anytime you change the UAC
settings (left) Click on the ' Start ' icon and then on ' Restart

@ Feos Con “ ‘\“"“:v'n'vl‘_‘w er 101 Ht User A t Cont S
B T o H] .ﬁﬂ 7

Figure C-6: Reboot Prompt and Start Icon > Restart
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Windows 8:

D.1. Inpain view (left) click “All Apps”

Start

)"

@ HP Printer A

.

1] AB r

B [ reshpaint

Figure D-7: Select “All Apps”

D.2. (left) Click “Control Panel”

Figure D-2: Select Control Panel
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D.3. Click " User Accounts and Family Safety '

@ * 1 @ » Control Panel v & Search Control Panel pel

Adjust your computer's settings View by:  Category ™

User Accounts and Family Safety
@) Change account type

) Set up Family Safety { User Accounts and Family Safety
Change user account settings and
Appearance and P| passwords, and set up Family Safety.
Change the theme
Change desktop background
Adjust screen resolution

, /] Hardware and Sound /9 Clock, Language, and Region

Systemn and Security

Review your computer's status

Save backup copies of your files with File History
Find and fix problems

 Network and Internet
| View network status and tasks

Choose homegroup and sharing options

View devices and printers Add a language
Add a device Change input metheds
Change date, time, or number formats
Programs
h‘ Uninstall a program Ease of Access

Let Windows suggest settings
Optimize visual display

Figure D-3: User Accounts and Family Safety
D.4. Click ' User Accounts

© - 4 88 » Control Panel » User Accounts and Family Safety » v| ¢ | Search Control Panel r
Control Panel H 5
ontrerFanetHome User Accounts ‘
@C ange sccounttype | B Remove user accounts
System and Security User Accounts
Network and Internet Fan Change user account settings and
&) 5| passwords for people who share this
Hardware and Sound computer.
Programs Credential Manager
o User Accounts and Family Manage Web Credentials | Manage Windows Credentials

Safety
Appearance and
Personalization

@ Mail (Microsoft Outlook 2013} (32-bit)

Clock, Language, and Region

Ease of Access

Figure D-4: User Accounts

Page 40 of 43 UNCLASSIFIED



UNCLASSIFIED
US Army Special Operations Command OWA and SSL VPN - Users Manual

D.5. Click ' Change User Account Control settings ', also called UAC

& = b BL v ContrdPesal v Uier Acceusts ned sy Saliety » Lhar Adceusts v & - Paest B

il P ]
Gl Fane e Make changes 10 your USer aconunt

Mlanagn your crdobuty

W Configor sdvanced war o T T
pealibe proparist .
W CRange your soosu ype
Chussgt oy iF GRS
wibrplles
W lharage pmcrme
: Lt

W Pty Sadery

Figure D-5: Change User Account Contol Settings
D.6.2. To disable UAC, move the bar from ' Always notify ' (Ieft) to ' Never notify ' (right).

NOTE: After your first successful connection to the SSL VPN, go back and re-enable
UAC by moving the bar back up to * Always notify *

FT T —r— | e —— e

Figure D-6: Always Notify" and ""Never Notify"

C.6.2. You will be prompted to reboot the system, this occurs anytime you change the UAC
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APPENDIX D. OWA TROUBLESHOOTING FLOW CHART
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Figure D-1: OWA Troubleshooting Flowchart
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APPENDIXE. ACRONYMS
Table E-1: List of Acronyms
AD Active Directory
AKO Army Knowledge Online
CAC Common Access Card
CIO Chief Information Officer
COR Contracting Officer Representative
DoD Department of Defense
EITC Enterprise Information Technology Contract
EMAIL Electronic Mail
IE Internet Explorer
NIPR Non-Secure Internet Protocol Routable
(0N} Operating System
OWA Outlook Web Access
PC Personal Computer
PIN Personal Identification Number
POC Point of Contact
RDP Remote Desktop Protocol
SSL Single Sockets Layer
UAC User Access Control
USASOC United States Army Special Operations Command
USB Universal Serial Bus
VPN Virtual Private Network
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